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Summary

SFTP Server s0 v1 is an Android Secure File Transfer Protocol Server App, compatible with
all Android devices down to Android Version 4.4/5.0* “KitKat/Lollipop*” (API Level 19/21%),
covering more than 99.9% of all android devices world-wide.

*)Mounting of drives (document providers) & directories using Android Scoped Storage
requires at least Android Version 5.0 “Lollipop” (API Level 21)

« SFTP Server s0O vl offers automatic public key handling according to preference
settings

« SFTP Server sO vl has been tested and is working well with different SFTP Client
applications like: SSHFS (network file-system, mount for: Linux, Mac, Windows),
GIO/GVfs (virtual file-system, mount for: Linux), SFTP (Linux-Client, Windows/Cygwin),
FileZilla (Windows-, Mac-, Linux-Client), WinSCP (Windows-Client), PSFTP (Putty
SFTP, Windows-Shell), Cyberduck (Windows- & Mac-Client), Mountain Duck
(Windows- & Mac-Client), Total Commander SFTP Plugin (Windows-Client).

e SFTP Server sO vl is purely Java based (no 3rd party and native libraries) and therefore
portable on different platforms and operating systems.



Getting Sta

Server: STOPISTART: When the app launches the SFTP server starts automatically.
Tapping the “STOP” button, stops the SFTP server and tapping the button, now called
“START", starts the SFTP server.

Host/IP & Port: The SFTP server will listen for incoming connections on all listed IP
Address(es) (e.g. “192.168.173.170” and “192.168.0.147") on a certain Port (e.g. “6789”")
shown on the main screen. The Port Value needs to be between 1 and 65535. Ports below
1024 require a rooted device (i.e. the ability to run the "su" command with root permissions).
To modify the port the server needs to be “STOPPED” first!

For optimal speed connect to 5GHz WLAN and use a fast SFTP Client Program!

Username & Password: You can login with any username. You can enter a default
password or leave the the password field empty. If empty a random password will be
generated and displayed on the screen during the first login. The passwords can be
changed afterwards on the “SETTINGS” page (click the “Gear” symbol on the top).
The minimal password length is 0 (empty) or at least 6 characters long.

Help and Overview-Video: Clicking on the Help or Overview-Video entry (in the overflow
menu, top right) brings up this presentation respective the corresponding video.

Context Help: Clicking on the underlined text labels: “Server:”, “Host/IP:", “Port.”,
“Password:” and “Directories:” brings up a short context related help dialog.
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Server:

Host/IP:
Port:
Usernamej login with any username
Password: default password (optional

oirectories: (I @D

Mounted Directories:
/data/data/ch.becke.sftp_server__s0_v1/files/
sftp--s0-v1--mnt

External Storage Directory:
/storage/emulated/0

Photos:

/storage/emulated/0/DCIM

Music:

/storage/emulated/0/Music

Movies:

/storage/emulated/0/Movies

Documents:
/storage/emulated/0/Android/data/
ch.becke.sftp_server__s0_v1/files/Documents
Application Home Directory:
/data/data/ch.becke.sftp_server__s0_v1
External Storage Application Home Directory:
/storage/emulated/0/Android/data/
ch.becke.sftp_server__s0_v1/files
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MAIL: Pushing the “MAIL” button,
launches the E-Mail App. The user can
then choose where to send the e-mail
containing the SFTP Server Connection
Strings to.

With the help of these connection strings

the user can then easily connect from
his PC to the SFTP Server running on
his mobile.

SFTP Server s0 v1: Connection String Samples: M1 9: Sat Jan 23 02:
& SFTP Server s v1:Co X
[ Get Messages v #' Write CJChat R Address Book

0 GMT+01:00 2021 - Inbox - ssh—-s0-vi@becke.ch - Mozilla Thunderbird

DTag v T Quid

Search <Ctrl+K> Q

From Me <ssh--s0-v1@becke.ch># © Reply || » Forward | & Archive | & Junk || @ Delete | More

Subject SFTP Server s0 v1: Connection String Samples: MI 9: Sat Jan 23 02:29:40 GMT+01:00 2021 02::

To Me <ssh-s0-vi@becke.ch> s

Linux: SFTP:

IP: 192.168.0.147 :

External Storage Directory: sftp -P 6789 192.168.0.147:/storage/emulated/0

External Storage Directory: User: test123: sftp -P 6789 test123@192.168.0.147:/storage/emulated/0

Mounted Directories: sftp -P 6789 192.168.0.147:/data/data/ch.becke.sftp_server__s0_v1/files/sftp--s0-v1--mnt

Mounted Directories: User: test123: sftp -P 6789 test123@192.168.0.147:/data/data/ch.becke.sftp_server__sO_v1/files/sftp--s0-v1--mnt
Root Directory: sftp -P 6789 192.168.0.147:/

Root Directory: User: test123: sftp -P 6789 test123@192.168.0.147:/

Linux: SSHFS:

IP: 192.168.0.147 :
External Storage Directory: mkdir -p ./sftp-sOv1;sshfs -p 6789 192.168.0.147:/storage/emulated/0 ./sftp-sOv1

External Storage Directory: User: test123: mkdir -p ./sftp-sOv1;sshfs -p 6789 test123@192.168.0.147:/storage/emulated/0 ./sftp-sOv1

Mounted Directories: mkdir -p ./sftp-sOv1;sshfs -p 6789 192.168.0.147:/data/data/ch.becke.sftp_server__s0_v1/files/sftp--sO-v1--mnt ./sftp-sOv1
Mounted Directories: User: test123: mkdir -p ./sftp-sOv1;sshfs -p 6789 test123@192.168.0.147:/data/data/ch.becke.sftp_server__s0_v1/files
/sftp--s0-v1--mnt ./sftp-sOv1

Root Directory: mkdir -p ./sftp-sOv1;sshfs -p 6789 192.168.0.147:/ ./sftp-sOv1

Root Directory: User: test123: mkdir -p ./sftp-s0v1;sshfs -p 6789 test123@192.168.0.147:/ ./sftp-s0v1

Windows: FileZilla: (Potentially replace the password below "YOUR-PASSWORD" with your current password!):

IP: 192.168.0.147 :

External Storage Directory: User: test123: filezilla.exe sftp://test123:YOUR-PASSWORD@192.168.0.147:6789/storage/emulated/0

Mounted Directories: User: test123: filezilla.exe sftp://test123:YOUR-PASSWORD@192.168.0.147:6789/data/data/ch.becke.sftp_server_s0_v1

[files/sftp--s0-v1--mnt
Rant Nirartans Llcar: tact123: filazilla ava cftn://tact1221-YNIIR-PASSWNRNMA1Q2 1AR N 117-A7RA/
#¥ raoul.becke@gmail.com: Downloading message 2 of 2905 in All Mail....

MAIL

22552 © @

Server:

wlan1:192.168.173.170
Host/IP: | /1an0: 192.168.0.147
Port: 6789

Password:

Username: login with any username

default password (optional, |

Directorie:

Mounted Directof1es.
/data/data/ch.becke.sftp_server__s0_v1/files/
sftp--s0-v1--mnt

xternal Storage Directory:
storage/emulated/0

Photos:

= storage/emulated/0/DCIM

¥ Ausic:

30 storage/emulated/0/Music

Aovies:

storage/emulated/0/Movies

storage/emulated/0/Android/data/
h.becke.sftp_server__s0_v1/files/Documents
pplication Home Directory:
data/data/ch.becke.sftp_server__s0_v1
xternal Storage Application Home Directory:
storage/emulated/0/Android/data/

:h.becke.sftp_server__s0_v1/files

[ ] @® <

Send To:

Q

+BlueMail Gmail

Abbrechen

Qs
Verfassen

@ ssh--s0-v1@becke.ch ~
An

SFTP Server s0 v1: Connection String S

Linux: SFTP:

IP:192.168.0.147 :

External Storage Directory: sftp -P 6789
192.168.0.147:/storage/emulated/0
External Storage Directory: User: test123:
sftp -P 6789
test123@192.168.0.147:/storage/emulated
/0

Mounted Directories: sftp -P 6789
192.168.0.147:/data/data/
ch.becke.sftp_server__s0_v1/files/
sftp-s0-v1--mnt

Mounted Directories: User: test123: sftp -P
6789
test123@192.168.0.147:/data/data/ch
.becke.sftp_server__s0_v1/files/sftp-s0-v1
-mnt

Root Directory: sftp -P 6789
192.168.0.147:/

Root Directory: User: test123: sftp -P 6789
test123@192.168.0.147:/

Linux: GIO/GVfs:

1P:192.168.0.147 :

Application Home Directory: gio mount
sftp://192.168.0.147:6789

Application Home Directory: User: test123:

[ ] @® <



“MOUNT?” (Folder Icon): Pushing the “MOUNT” (Folder Icon)

button on the main screen, opens the “MOUNT DIRECTORY” 2559 © @ = 3ADDED  BREOO T WBRE 1508 2O £ @
activity screen, showing the mounted drives (document providers) sFTPServersov1 @ i < MOUNTDIRECTORY Offnen aus
and dlrectorleS MOUNT:Mount drives & directories (based on ¥ Downloads
Lo M o STOP Android Scoped Storage Technology) by pressing
« MOUNT: On the “MOUNT DIRECTORY” activity screen, . the "MOUNT" button. The drives & directories are
. “ ” - - Host/IP: wlan1:192.168.173.170 mounted below the application home directory. _
pUSh|ng the “MOUNT buttcn, opens the drive & dlrectory wlan0: 192.168.0.147 UNMOUNT: Unmount drives & directories by BN e

picker. Drives and directories that have been picked and Port: 6789

confirmed will then be added to the drives and directories list on usemame: iogin with any username
the “MOUNT DIRECTORY” activity screen. The drives &
directories are mounted at the following location (you “cannot

/data/data/ch.becke.sftp_server__s0_v1/files/

Password: default password (optional, \Sfp-s0v1-mnt/DCIM

/data/data/ch.becke.sftp_server__s0_v1/files/
sftp--s0-v1-mnt/documents

Directories:

navigate” to it because some directories are “hidden” instead  wouedbirectoris: [/dma/dam/ch.beokesﬂp_sgwer_so_w/mes/]
you should access it (from remote) using the full path): G 2 T AL £
/data/data/ch.becke.sftp_server__ sO0_vl/files/sf o songe o [ﬁﬂﬁﬁﬂﬁﬁimm“ﬁ”mmq
tp—— s 0 —Vl ——mnt ;’s’:?r::e/emulated/()/DClM

« UNMOUNT: Drives and directories are unmounted by SWiping ’esseemisesomse
the corresponding item/entry to the left. teaslenilete tirones

Documents:

* Remote Access: The mounted directories can be accessed /storage/emulated/0/Android/data/

ch.becke.sftp_server__s0_v1/files/Documents

remotely for example as follows (SFTP client example): Applicaton Home Dirctory:
/data/data/ch.becke.sftp_server__s0_v1
S ftp —P 6 7 8 9 External Storage Application Home Directory:

/storage/emulated/0/Android/data/

<PHONE-IP>:/data/data/ch.becke.sftp_server_ _ sO0_ uecesipserver soviies
vl/files/sftp——s0-vl-—mnt 0 ® <
The different possible connection strings are part of the MAIL




SFTP Client:

GIOIGVfs: GVfs is GNOME's

Recent

userspace virtual filesystem
designed to work with the 1/O

abstraction of GIO:
(optional: use the fully qualified path to run
the commands! e.g. /usr/bin/gio mount
sftp://...)
* gio mount
sftp://test123@192.16
8.43.1:6789/

Home

Desktop

DN B O

Documents

Downloads

Music

&

Pictures

o]

Videos

-
|

)

Trash

data
home

test123 on 192.168.43.1

WS

ﬁ browser
i DCIM

"

i dct
1010 p

g documents
i Download

g downloaded_rom

9@ Fnants

2 bytes

74 bytes

Type

Folder

Folder

Folder

Folder

Program

Program

Folder

Folder

Folder

Falder

Modified

31 Dez 2008

22 Nov 2019

21 Nov 2019

16 Dez 2019

25 Dez 2019

25Dez 2019

15 Dez 2019

28 Dez 2019

22 Nov 2019

15 Ne7 2019



SSHFS: SSHFS (Secure

—3/media/mobile/storage/emulated/0

SHell FileSystem) is a file
system for Linux (and other
operating systems with a
FUSE implementation, such
as Mac OS X or FreeBSD)  [iiatulinie
capable of operating on files |

on a remote computer:

(optional: use the fully qualified path to run Pictures
t6h7e8(;omma)nds! e.g. /usr/bin/sshfs -p Videos

e sshfs -p 6789 -
test123@192.168.43.1: HOREe
/ /media/mobile Haks

e sshfs -p 6789

test123@192.168.43.1:
/storage/emulated/0 / -
media/mobile

Home

Desktop

Music

Trash

home

Name

g Alarms

g Android
i browser
i DCIM

i documents
i Download

ﬁ downloaded_rom

[l Fnonts

Size

Oitems

3items

3items

4 items

2 bytes

74 bytes

Oitems

10items

Oitems

Nitems

Type

Folder

Folder

Folder

Folder

Text

Text

Folder

Folder

Folder

Folder

Modified

31 Dez 2008

22 Nov 2019

21 Nov 2019

16 Dez 2019

25Dez 2019

25Dez 2019

15Dez 2019

28 Dez 2019

22 Nov 2019

15 Ne7 2019



SFTP: sftp Is an interactive
file transfer program, similar
to ftp, which performs all
operations over an

encrypted ssh transport:
(optional: use the fully qualified path to
run the commands! e.g. /usr/bin/sftp
-P 6789 ...)

sftp -P 6789
test123@192.168.43.1

sftp -P 6789
test123@192.168.43.1

:/storage/emulated/0

test123@hp-elitebook-850-g5--s0-v1: ~

File Edit View Search Terminal Help

est123@hp-elitebook-850-g5--s0-v1:~% sftp -P 6789 test123@192.168.43.1

he authenticity of host '[192.168.43.1]:6789 (<no hostip for proxy command>)' can't be es
tablished.

RSA key fingerprint is SHA256:WD6C90c/+1+4BA5qG31hwjdbEUsSAIgw7D5gq8jnyJVs.

Are you sure you want to continue connecting (yes/no)? yes

arning: Permanently added '[192.168.43.1]:6789' (RSA) to the 1list of known hosts.
test123@192.168.43.1's password:
Connected to 192.168.43.1.
sftp> cd /storage/emulated/0@

Android DCIM Download Fonts

MIUI MiVideoGlobal Movies Music

Pictures Podcasts Ringtones WhatsApp

dctp did documents downloaded _rom
ramdump



SFTP Client: File

FileZilla: FileZilla is a free
software, cross-platform FTP
application. Both server and
client support FTP and
FTPS, while the client can in
addition connect to SFTP

servers.

(optional: use the fully qualified path to run

the commands! e.g. "C: \Program
Files\Filezilla FTP Client\

filezilla.exe" sftp://...)

e filezilla.exe
sftp://test123:becke.
ch@192.168.43.1:6789/

e filezilla.exe
sftp://test1l23:becke.
ch@192.168.43.1:6789/
storage/emulated/0/

test123@192.168.43.1 - sftp://tect123@192.168.43.1:6720 - FileZilla — O
File Edit View Transfer Server Bookmarks Help MNew version available!
et | [ [ = = y
-z = QOO x| FTaAes
Host: l:l Username: | | Password: | | Port: | | | Quickconnect ||v|
Status: Retrieving directory listing... A
Status: Listing directory /data/data/ch.becke.sftp__s0_v1/files
Status: Directory listing of "/data/data/ch.becke.sftp__s0_v1/files" successful
Status: Retrieving directory listing of "/sterage/emulated/0"...
Status: Listing directory /storage/emulated/0
Status: Directory listing of "/storage/emulated/0" successful v
Local site: | C:\ ~ | Remote site: | /storage/emulated/0 ~
2-ig C ~ =2
[ | SRecycleBin (-2 data
1 [+ 2 storage
Site Manager > 2.7 emulated
m-| 0
Select entry: General Advanced Transfer Settings Charset
My Sit
=8 !yt;:23@192.163.43.1 Protocol: SFTP - 55H File Transfer Protocel ~ Filename Filesize Filetype Last modified Permissions ~ *
Host: | 182.168.42.1 | Port: | 6729 | Pictures File folder 11722119 20:24:... drwacracr-x
Motifications File folder 12731708 17:00:.,  drwscrasr-x
noteeverything File folder 11/25/19 20:40:...  drwscraner-x
Music File folder 12/23/19 1470, drwncrwxr-x
Legon Type: |N°"'“a| v| Movies File folder 12/08/19 20:58:.,  drwxrwxr-x
User: |test1?_3 | MiVideoGlobal File folder 12/08/19 20:58:...  drwsrwaer-x
MUl File folder 12/21/19 08:30:.,  drwxrascer-x
Password: | sessssss | Kaizela Filefolder  11/19/19 20:34:..  drwacrwr—x
Fonts File folder 12/15/1917:28:...  drwncrwxr-x
Amanlnaded rom File frlder 11/22/1G N2-47- Anarenaner-yv v
<
Background color: 2 files and 21 directories. Total size: 76 bytes
Comrnents:
| Mew site ‘ | Mew folder ‘
| Mew Bockmark ‘ | Rename ‘
| Delete ‘ | Duplicate ‘
C ct oK Cancel
enne ‘ | | | nee D Queue: empty o9




PSFTP: PuUTTY SFTP
client, is a tool for
transferring files securely
between computers using

an SSH connection:

(optional: use the fully qualified path to
run the commands! e.g. "C: \Program
Files\PuTTY\psftp.exe" -P
6789 ...)

e psftp -P 6789
test123@192.168.43.
1

»psttp -P 6789 test123@192.168.43.1
The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.
The server's rsa2 key fingerprint is:
ssh-rsa 2848 a3:1d:ba:db:5d:f5:43:27:a7:88:8e:53:F5:d7:7b: 75
If you trust this host, enter "y" to add the key to
PuTTY's cache and carry on connecting.
If you want to carry on connecting just once, without
adding the key to the cache, enter "n".
If you do not trust this host, press Return to abandon the
connection.
Store key in cache? (y/n) y
Using username "testl123".
test123@192.168.43.1"s password:
Remote working directory is /data/data/ch.becke.sftp_ =86 vil/files
psftp> cd [storage/emulated/®
Remote directory is now /storage/emulated/®
psftp> pwd
Remote directory is /storage/emulated/@
psftp>




SFTP Cllent Win

- test123@192.168.43.1 - WinSCP — O X

WinSCP: WInSCP is a free and

- Local Mark Files Commands Session Options Remote Help

open-source SFTP, FTP, HR & (3 Synchronize B o [ @ |5 Queve - Transfer Settings Default - i@
& test123@192.168.43.1 X [ New Session
WEbDAV, Amazon 83 and SCP fi.ClocalDisk -~ -F-i€-=- 000 M8 0 -E-F- - - 60 & K FindFies *
CI Ient for M ICrOSOf‘t WI ndOWS . i‘? Upload - " Edit - 3 o] % Properties ﬁ Mew = - [+] - m[;:.nlcait;dﬁw " Edit - 3 Properties * i »
(optional: use the fully qualified path to run the W - e - . L Name Size Changed A
commands! e.g. "C:\Program Files (x86)\ o K N
WinSCP\winscp.exe" sftp://...) G New Site session e s et
[ test123@192.168.43.1 File protocol: usie T
. Hepr MIUI 21/12/2019 08:30:46
° winscp.exe DCIM 16/12/2019 19:00:55
. Host name: Port number: Fonts 15/12/2019 17:28:46
S ftp ° / /teSt 1 2 3 @ 1 92 ° 1 6 8 ° 4 |132.168.43.1 | | 5739| documents 15/12/2019 17:28:46
. WhatsApp 09/12/2019 02:00:00
3 ° 1 ° 67 8 9/ User name: Bassword: MiVideoGlobal 08/12/2019 20:58:53
° wins cp.exe [test1a3 || | Movies 08/12/2019 20:58:41
. ’:|gdt e notesverything 25/11/2019 20:40:31
Sftp : / /teStlz 3@ 1 92 ° 1 68 © 4 Wie soll dieses Element gedffnet werden? ::vunr:aded_mm inﬁggiﬁilg
3.1: 6789/St0rage/emu1ate . Cberduck Android 22/11/2019 02:41:09
browser 21/11/2019 20:11:29
d/O/ M i Diick ramdump 20/11/2019 01:11:02
. n ountain Dud Kaizala 19/11/2019 20:34:26
Run (Windows-Key+R): e
client < >
Sftp . //test123@ 192.1 . Suchen Sie nach einer App im Microsoft Bow [ o= [ e 0Bof76Bin0of22 1 hidden
ore ogin | Se :
68.43.1:6789/ Y * SFTP-3 ) oom2e
Immer diese App verwenden




S |
Cyberduck: Cyberduck is an open-
source client for FTP and SFTP,
WebDAV, and cloud storage,
available for macOS and Windows.
CLI: Command Line Interface:
“‘duck™

(optional: use the fully qualified path to run the

commands! e.g. "C:\Program Files\Cyberduck\

Cyberduck.exe" sftp://...)

e duck —--list
sftp://test123@192.168.43.1
:6789/storage/emulated/0/

e duck

——download

sftp://test123@192.168.43.1
:6789/storage/emulated/0/DC
IM/Camera/*.* .
Run (Windows-Key+R):
sftp://test123@R192.] =
68.43.1:6789/

lows', system32cmd.exe

Micr ft Windows [Uersion 6.1.76811

Alle Rechte vorbehalten.

Copyright <{c> 288%? Hicrosoft Corporation.
C:\Usersitesti23>duck ——list sftp://test123@192.168.43.1:678%/storages/emulated O
o

Unknown fingerprint. The fingerprint For the RSA key sent by the server is 4h:55
t7e:9h:B8:94:a4:3d:c6:8a67:88:35:3b:98:63. Continue? (y/nd: y

Login 192.168‘.43.1. Login 192.168.43.1 66 SFTIP with username and password.

Password: k-

&test123|:§"192.168.43.1 —SFTP
Ablage Bearbeiten Darstellung Gehe zu  Lesezeichen Fenster  Hilfe

. S8k | O 9

Save password {ysnd: y

& (=

-,

IQuick Connect - -
Neue Yerbindung Aktion Info  Meuladen | Bearbeiten Upload Dateitransfers Trennen
) @ | -« > I,isturagsfsmu\ated,iﬂ j A | |Suche. pel
Dateiname = | Grafe | Andzrungsdaturm IL
ol s attane s
L Android jeueverbindung — 22.11.701902:41:09
@ b y - 21.11.201920:11:29
ravser | I3 SFTP (S3H Verbindung) -
[ | DCIM - 16.12,2019 19:09:55
|| detp Server: [192.165.43.1 Part: | 7805 2B 10.05.2020 22:14:59
L | did URL:  sftpuiftest123@192,165.43.1:6750 74E 10052020 22:15:02
[+ | documents - 15,12,2019 17:28:46
# | Download Benutzername: [rest123 — 11,08,2020 10:05:10
[+ downloaded_ram Passwort: I...."“ -- 10.05,2020 22:15:14
[ | Fonts r - 15.12,2019 17:28:46
F | kaizala fmonymer Loa -~ 19.11,701920:34:26
L MIUL 55H Privater Schiiissel: IKE\”E j Choose -- 21.12.2019 08,3046
# | MivideoGlobal T - 08122019 20:58:53 b
Wie soll dieses Element gedffnet werden? . Movies - 05.12,2019 20:58:41
F L Music Abbrechen | - 09.08,2020 07:41147
& Cyberduck [+ noteeverything .:\-,3 e G -- 25.11.2019 20040:31
[+ Motifications = -- 31.12,2008 17:00:49 j
Mountain Duck 1 OPENDIR
2 READDIE
3 READDIR
[@@l WinSCP: SFTP, FTP, WebDAV, S3 and SCP 4 READDIR
N csent £ CLOSE
. Suchen Sie nach einer App im Microsoft
Store 22 Dateien
«/ Immer diese App verwenden
OK



https://trac.cyberduck.io/wiki/help/en/howto/cli

SFTP Client; Mountaln

5 192.168.43.1 - SFTP

Mountain Duck: Mountain Duck

l E SFTP (SSH File Transfer Protocol)

lets you mount server and cloud

Nickname: |192.168.43.1 - SFTP

Labels:

storage as a disk in Finder on

macOS and the File Explorer on

Server: | 192.16843.1

URL: sftp://test123@192.168.43.1:6789/storage/emulated/0 A

oo o9}

Windows:

Username: ]tesﬂ 23

|

Password: ]""""

(optional: use the fully qualified path to run the

commands! e.g. ne. \Program Files\Mountain SSHPrivateKey.]None

v”:l_lw s

Duck\Mountain Duck.exe" "sftp://...") P ragurencuin O/

Encoding: 1 UTF-8

e "Mountain Duck.exe"

Drive Letter: ‘ S

> ok Schnellzugriff

sftp://test123@192.168.43.1

Connect Mode: ] Default

> @ OneDrive

Options: [_] Read only

:6789/

v [ Dieser PC
> 8 ID-Objekte

l Disconnect ‘ | Connect I [ OK

I | > [&=] Bilder

b " Mountain DuCk ° exe " ‘ Wie soll dieses Element gedffnet werden?
sftp://test123@192.168.43.1 perscs |
D A

Run (Windows-Key+R): =e——

WinSCP: SFTP, FTP, WebDAV, S3 and SCP

S ftp : / /teStlz 3 @ 1 92 ° 1 :I\ijec:tensienacheinerAppim Microsoft
68.43.1:6789/

Store

@ Immer diese App verwenden

> [ Desktop
> Dokumente

> ‘ Downloads

> D Musik

> B Videos

> i Lokaler Datentriger
> K 1921680147 - SFTF

> b Netzwerk

35 Elemente

Freigeben

Verwalten

Ansicht Laufwerktools

4 B 5 Dies.. > 192.168.0.147 - SFTP (\\MEDIAPC--...

P

Name

$Trash$
.dlprovider

. PiMusicPlayer

Alarms
Android
Audiobooks

. backups

browser
DCIM

. documents

Download
downloaded_apex

. downloaded_rom

Fonts
googletest

~ Kaizala

Mit.dir
MU

. MiVideoGlobal

192.168.0.147 - SFTP (\\MEDIAPC--S1-V1) (S5)

v| O
Anderungsdatum

28.04.2022 1811
22,07.202017:10
19.11.201921:58
04.08.2021 23:43
18.04.2021 16:30
04.08.2021 23:43
20.11.2021 18:06
13.11.2021 1817
27.12.2022 02:00
25.11.2021 15:57
23.03.2023 22:56
02.05.2021 20:50
22,05.2021 20:24
09.06.2021 10:15
09.01.2023 00:12
19.11.201920:34
20.01.2022 01:30
18.09.2022 19:41
08.12.2019 20:58

Typ

Dateiordner
Dateiordner
Dateiordner
Dateiordner
Dateiordner
Dateiordner
Dateiordner
Dateiordner
Dateiordner
Dateiordner
Dateiordner
Dateiordner
Dateiordner
Dateiordner
Dateiordner
Dateiordner
Dateiordner
Dateiordner

Dateiordner

GréBe

O 192.168.0.147 - SFTP (WMEDIAPC--S1-V1) (..



SFTP Client; Total Com

Total Commander: Is a e — *
. Verbinden mit (ServerfPFad oder Server:PortjPfad) @ auto O1Pva (O IPve
Shareware file manager for |z essmmenineio
- Benutzername: B Total Commander (x64) 10.50 - NOT REGISTERED - o X
WI n d OWS . | test123 | Files Mark Commands Net Show Configuration Start Help
) 7 [JPuTTY-Agenten benutzen (Pageant) RiMIBu M (% e ddER(MS| D
CONNECT \192168.43 1:6783SF TP
[ J I n Stal I th e S FT P P I u g I n . | FTP Transfer mode leary (archives, doc etc.) v“Dlsconnzct‘ Verzeichnis einlesen: \storagehemulatedh0 :
[ schitze kennwort mit Hauptkennwort (TC>=7.5) ‘i c v|[Lnone_] 16616291192 k of 249477020k free . #\ v |Lnone] [y
H Benutzerzertifikat fir Authentifizierung: — * v w\WSecure FTPVI92168.43.1:6789:SF TPstorage\emulated\ OV e
i S et th e e n co d I n g tO Offentliche Schliisseldatei (*.pub): 1+ Name Ext  Size Date Attr +Name Ext  Size Date Attr
| LY8 <DIR>  29.08.2022 22:27 ---- ) ®1] <DIR> ~
[64] <DIR>  06.03.201710:28 ---- [-$Trash$] <DIR>  28.04.2022 1811 -775
- e au t Private Schlusseldatei (* pem): ] libssh2 dil 419'328 25.08.2022 18:49 -a-- [§ | [ldiprovider <DIR>  22.07.202017:10 -775
| | 5] pluginst inf 217 26.08.2022 10:16 -a-- [PiMusicPlayer] <DIR>  19.11.201921:58 -775
e n C O d | n ) I readme &t 15858 26.08.2022 10415 -a-- | [lams) <DIR>  04.08.202123:43 -775
! % i mi m : Bei eini n schlgt Verbindung F | sftpplug wh 255104 24.08.2022 15:25 -a-- [Android] <DIR>  18.04.202116:30 -775
g 8 hs;sstonthLlB( armung Be-. ? se":' F“ e ciY | sftpplug wix64 317568 24.08.2022 15:25 -a-- 3 | [Audiobooks] <DIR>  04.08.202123:43 -775
DS‘ w"“"‘*“:;""“"""‘"" in Logdatei (fir Fehleranalyse) [backups] DIR> 20112021 18:06 775
H Yerbindung {Sekunden): [browser] <DIR>  13.11.202118:17 -775
e Strange the connection | e cay !
wge scp fi." T,,.,sfers schnefler| | [DCIM] <DIR>  27.12.2022 02:00 -775
D ¢ " ) System: B | [documents] <DIR>  25.11.202115:57 -775
H [Download] <DIR>  23.03.2023 22:56 -775
req Ul reS 2 attel N ptS Codierung der Dateinamen auf dem Server: _ 2] 9 | [downloaded_apex] <DIR> 020520212050 -775
2 s q Ean =  [downloaded_rom] <DIR>  22.05.202120:24 -775
H  [Fonts] <DIR>  09.06.202110:15 -775
b efO re conne Ctl n g (O n Iy Neue Datein (loac): - Neue Verzeichnisse: (755 | [googletest] <DR>  09.01.2023 0012 -775
) [Kaizala] <DIR>  19.11.201920:34 -775
h . th T t I Proxy-Einstellungen: [Mit.dir] <DIR>  20.01.2022 01:30 -775
. MUl <DIR>  18.09.2022 19:41 -775
ap p e n S WI O a | 1: Kein Proxy (direkte Verbindung) e | [MivideoGlobal] <DIR>  08.12.201020:58 -775
 [Movies] <DIR>  16.10.202122:16 -775
‘ O m m an d er ? l Letaten Proxy léschen | ok | | Abbrechen | [Music] <DIR>  15.01.2022 10:31 -775
- R [noteeverything] <DIR>  25.11.2019 20:40 -775
[Notifications] <DIR>  04.08.2021 23:43 -775
 [Pictures] <DIR>  17.10.2022 22:14 -775
[ramdump] <DIR>  06.10.2022 13:56 -775
[Ringtones] <DIR>  04.08.202123:43 -775
[Scéped Storage Test Dir] <DIR>  26.03.2023 13:42 -775
[Scoped Storage Test Dir2] <DIR>  26.03.2023 13:38 -775
| [SmartMob] <DIR>  31.12.202117:48 -775 .
0k / 984k in 0/ file(s), 0/ 1 dir(s) 0k /0kin 0/ 3file(s), 0/ 32 dir(s)
c\Users\standard--s0-vT\Downloads\sftpplug> | S
F3 View | F4 Edit | F5 Copy | F6 Move | F7Newfolder | F8 Delete Alt+F4 Exit




SYSTEM OUT (Password

22552 © @ Bl DD G+

System Out: Clicking on the Terminal Icon in the top app bar A—— @ 2 N SisteMiolt
brings the user to the System Out Screen where different System

232120 @ 7 &

and Log related Information (e.g. password during the login Server: e N
process) is displayed. HostfIp: e e T e ity
* Password: During the first login the password (default or ~ por: 6789
generated, depending on the SETTINGS) is shown on Username: login with any usermname
screen. Password: default password (optional,

 Public Key: After successful login the client public key (if pirectories: (D @HEID

Mounted Directories:

any and if of type RSA or ECDSA) is stored on the SFTP  scateraarchveckestp senver_so.vities

sftp--s0-v1--mnt

server automatically (if “Save Public-Key” is activated in the  exema sworge orector.

/storage/emulated/0

SETTINGS). And from then no password is required et
anymore (when connecting from this client/public-key). I

« Click on the “<-" (back) button to get back to the main
Scree n ! /stol:age/erﬁuIated/O/Android/data/

ch.becke.sftp_server__s0_v1/files/Documents

» Clicking on the “SYSTEM OUT” menu item (in the overflow laewcnseesmm sever_son

External Storage Application Home Directory:

menu, top right), on the main screen, brings you back to this sossematesoanoiasiar

ch.becke.sftp_server__s0_v1/files

screen. n ® < . ® <




Directories

Directories: Most directories on the android file system are hidden
and therefore some of the most important directories are listed on the
main screen in the lower (scrollable) part. With the help of these
directory paths the user can easily find the files he is interested in.
For example one of the most important directories is the “External
Storage Directory” (e.g. “/storage/emulated/0”) where all the public
data is stored.

Mounted Directories: Clicking on MOUNT (Folder Icon) lets you

mount additional drives & directories below the application home
directory. (For additional information see previous slide “MOUNT?”)

23242 © Q@ &

SFTP Server sO V1 peser

Server: - EULA

wlan1: HELP
Host/IP:
wlan0:
OVERVIEW VIDEO

Port: 6789

Username: login with any username

Password: default password (optional,

Directories:

Mounted Directories:
/data/data/ch.becke.sftp_server__s0_v1/files/
sftp--s0-v1--mnt
External Storage Directory:
/storage/emulated/0
Photos:
/storage/emulated/0/DCIM
Music:
/storage/emulated/0/Music

Movies:

/storage/emulated/0/Movies

Documents:
/storage/emulated/0/Android/data/
ch.becke.sftp_server__s0_v1/files/Documents

Application Home Directory:
/data/data/ch.becke.sftp_server__s0_v1
External Storage Application Home Directory:
/storage/emulated/0/Android/data/
ch.becke.sfto server s0 vi/files

u © <



SETTING

* System Out Log Level: The higher the Log Level the more information Bl kol || eing
will be written to the SYSTEM OUT Screen. SFTP Server s v1 . i ¢ SETTINGS

* Network Interface Name Pattern: A regular expression filtering the Server:
network interface names. On the main screen only the Host/IP

User Interface

_ X ) s _ Host/lp:  W1an1:192.168.173.170 System Out Log Level
addresses of the interfaces matching this regular expression will be Host/IP: \,1an0: 192.168.0.147 . 0
shown. Port: 6789
- - . . . . . . Network
* Rename will Overwrite: Renaming a file will overwrite another file with usemame: login with any username
. . . . . . . Network Interface Name Pattern
the same name if there exists one (this option is required in the context password: default password (optional, e !

of SSH FS) . Directories: “ o File

 Save Public-Key: If activated the client public-key (if any and if of type Meunted birectories

. : /data/data/ch.becke.sftp_server__s0_v1/files/ Rename will Overwrite @
RSA or ECDSA) is stored after successful login. And from then no SRR
- - . - . xternal Storage Directory:
password is required anymore (from this client/public-key). oorage/amlatsdfo Authenication
Photos:
* Overwrite Public-Key: If activated a non matching client public-key is  /strese/emuiatedionais Sas Bl o
overwritten with the new client public-key after successful password =~ /sermesremuaeaomusc Overwirite Public-Key ®
Iog | n . /storag-e/emuIated/O/Movies
Documents: Save Password .

/storage/emulated/0/Android/data/

* Save Password: If activated the Username & Password is Stored (NaSh 2 et wer. s si/fiespocuments

Val u e y n Ot C I ear textl) j\:;:x;z::;;:;;zgr:;tpo_r;rver_so_ﬂ Click on Username to change Password
- . . External Storage Application Home Directory: test123
* Click on Username to change Password: By clicking on the storage/emulated/ O/ Anciid/data/

ch.becke.sftp_server__s0_v1/files

username you can change the password (stored as hash value!) for this N P . i . .




PERMISSIC

Clicking on the “PERMISSIONS” Menu Entry in the overflow menu will
display all Permission Requests that have not been granted until now: SFTP Server sOV1 geger Request Permissions

1033 @ vt

* Manage all files on storage device: On Android 11 and later the  gerver: -l PERMISSIONS | Bl oL e e e L I Tt
permission "Manage all files on a storage device" grants you full B e s o

Do you want to grant this permission?
wlanQ: EULA

access to all your files. HostlIB:  ethon @ ves Ono O Never
 Display Notifications (IP-Address & Port): Android 13 and later Port: 6789 o wvimo ol o e i el A
requires a runtime permission for sending notifications from an Username: loginw, | D ot tto Gepley [askses B Potriofictions?
app. Password: becke.ch OFL O Oliser
H H . H Keep App Running in Doze and Standby Mode: This a|
*  Keep App Running in Doze and Standby Mode: This app pirectories: (D QI (ot e Sy
follows best practice to keep the SFTP server running in the I on cetan Android device anc versins ot sheringto
. . e standards the server gets paused, stoppea or Killeda in
background, until the user stops or closes the app. BUT on certain 5 e ste-seme—sonities e o s (e i
Android devices and versions not adhering to the standards External Storage Directory: e i B L
. . /storage/emulated/0 Selecting "Yes" wil! take you to the "App Info" screen where
the server gets paused, stopped or killed in doze and/or standby  istraeneiatso most of these settings can be accessed. Most of these
- - . . " I - Photos: sett_lngs are related to ba_lttery opti!nizatio_n. _Once battery
mode! Please follow the instructions described in "Don't Kill my  sorge/emuatearorcim optmizato e been dsalec, s permision request

" " /storage/0ET1A-190A/DCIM

app (https://dontkillmyapp.com/)!" for your Android device: "...

Select "Never" (or "No" if you are not sure) if your Android

Music: device: "google sdk_gphone64_x86_64 (Android version:
/storage/emulated/0/Music 13)" adheres to the standards and/or you want to get rid of
/storage/0OETA-190A/Music this permission request.

Movies:

/storage/emulated/0/Movies O es @ o O flever
/storage/0ETA-190A/Movies

Documents:

/storage/emulated/0/Documents

/storage/OETA-190A/Documents o
et " Request Permissions

Application Home Directory:



https://dontkillmyapp.com/

Notification

Notification: Every time the “STOP” respective “START” B3k
button is pressed the Notification message is updated
accordingly.

@ Heute: 0B Diesen Monat: 431,3MB @ Heute: 0B Diesen Monat: 431,3MB

“ Android-System ~ % Android-System ~
Tethering oder Hotspot aktiv

Kein verbundenes Gerat

Tethering oder Hotspot aktiv
Kein verbundenes Gerét

Ausschalten Ausschalten
7 SFTP Server s0 v1 - 19 min
SFTP Server sO v1
Port= 6789; IP= 192.168.43.1,192.168.1.103

57 SFTP Server s0 v1 - 5min
SFTP Server sO v1
Press "START" to start the SFTP Server.

Q) Android-System
USB-Debugging ist an
Zum Deaktivieren von USB-Debugging tippen

Q) Android-System
USB-Debugging ist an
Zum Deaktivieren von USB-Debugging tippen

@ Android-S... Gerat wird tiber USB aufgeladen v @ Android-S... Gerat wird tiber USB aufgeladen v




RESET

RESET: Pushing the “RESET” menu entry in the overflow menu, will
delete all usernames & passwords, all client public-keys, all mounted
directories and will set back the settings to their initial state.

10:33 @

SFTP Server sO v1| RESET I

Server: - PERMISSIONS

wlanQ: EULA

Host/IP: eth0: 1!
HELP
Port: 6789

OVERVIEW VIDEO
Username: login wi

e i

Password: becke.ch

pirectoies: (TN @HEID

Mounted Directories:
/data/data/ch.becke.sftp_server__s0_v1/files/
sftp--s0-v1--mnt

External Storage Directory:
/storage/emulated/0
/storage/0ETA-190A

Photos:
/storage/emulated/0/DCIM
/storage/0ET1A-190A/DCIM
Music:
/storage/emulated/0/Music
/storage/0ETA-190A/Music
Movies:
/storage/emulated/0/Movies
/storage/0ETA-190A/Movies
Documents:
/storage/emulated/0/Documents
/storage/0ETA-190A/Documents
A ion Home Di y:




Privacy Policy and End-User

Privacy Policy and End-User License Agreement (EULA) of SFTP
Server s0 v1.:

Privacy Policy: https://www--s0-v1.becke.ch/app/becke-ch--sftp-
server--s0-vl/legal/becke-ch--sftp-server--sO-v1--privacy-policy.html

EULA: https://www--s0-v1.becke.ch/app/becke-ch--sftp-server--sO-
vl/legal/becke-ch--sftp-server--sO-v1--eula.html

22:03 4 ©

SFTP Server s0 v1

End-User License
Agreement (EULA) of
SFTP Server s0 v1

Last updated: January 22,2020

This End-User License Agreement ("Agreement")
is a legal agreement between you and becke.ch

This Agreement governs your acquisition and
use of our SFTP Server s0 v1 software
("Software") directly from becke.ch or indirectly
through a becke.ch authorized reseller or
distributor (a "Reseller").

Please read this Agreement carefully before
completing the installation process and using
the Software. It provides a license to use the
Software and contains warranty information and
liability disclaimers.

By clicking "accept" or installing and/or using
the Software, you are confirming your
acceptance of the Software and agreeing to
become bound by the terms of this Agreement.

If you are entering into this Agreement on behalf
of a company or other legal entity, you represent
that you have the authority to bind such entity
and its affiliates to these terms and conditions.
If you do not have such authority or if you do not

DECLINE  ACCEPT




APPENDIX



PASSWORD & PUBLIC KEY E

Open the SETTINGS screen:

* Change User (e.g. “test123”) Password: Scroll to the bottom and
click on the Username (e.g. “test123”) to change his password. The
minimal password length is 6 characters!

* Save Password: If activated the Username & Password is stored
(hash value, not clear text!). Otherwise each time the user logs in he
has to enter the default respective a newly generated password.

e Save Public-Key: If activated the client public-key (if any and if of
type RSA or ECDSA) is stored after successful login. And from
then on no password is required anymore (from this client/public-

key).

& SETTINGS
User Interface
System Out Log Level
@ 0
Network
Network Interface Name Pattern
(Fwlan.*)|(*eth.*)
File
Rename will Overwrite .
Authentication
ISave Public-Key . I
Overwrite Public-Key .
Save Password . I
Click on Username to change Password
I test123 I
[ @ <



LOGIN & PASSWORIL

1. Start “SFTP Server s0 v1”: When the app launches the SFTP Server starts automatically.

2. (Optional) Change Default Password: On the main screen, click on “Password” field to
change it. The minimal default password length is 6 characters! If you clear all
characters (0 length) then a random password gets generated during login.

3. SFTP Client: Connect to Server: Use one of the SFTP Clients and connect to the SFTP
Server on the designated IP-Address & Port-Number. (Using the “MAIL” functionality the
user can send the SFTP connections strings to the Client PC and from there, with the help
of these connection strings, easily connect to the SFTP Server).

4. Login: Enter the Username (e.g. “test123”) and Default (respective Generated)
Password that is shown on the SFTP Server App Screen during the login process.

5. (Optional) Change User (e.g. “testl23”) Password: Open the SETTINGS screen, scroll
to the bottom and click on the Username (e.g. “test123”) to change his password. The
minimal password length is 6 characters!



1.

2.

PUBLIC KEY (PASSWORL

There exist many ways to generate a Public/Private Key-Pair of Type RSA (or ECDSA) (on Linux).
Below is listed one of them:

SFTP (Linux) Client: Terminal/lConsole: On your SFTP Linux Client PC, open a new Terminal/Console
window.

ssh-keygen -t rsa: Execute the command “ssh-keygen -t rsa’”to start generating a
Public/Private Key-Pair of Type RSA. (for ECDSA type “ssh-keygen -t ecdsa’)

Directory & Filename: Enter the directory and filename where to store the Public/Priate Key-Pair
(/home/<USERNAME>/ .ssh/id_rsa) (respective /home/<USERNAME>/.ssh/id_ecdsa): (I
suggest to accept default directory and filename by just pressing the enter key!).

(Optional) Passphrase: Enter passphrase (empty for no passphrase, up to you to decide)

Repeat Passphrase: Enter the same Passphrase again and you're done with the process of
generating a Public/Private Key-Pair of Type RSA (or ECDSA).

SFTP (Linux) Client: Login: Login one last time with Username & Password. The Public Key will be
stored on the SFTP Server and from then on Public Key (Passwordless) Login is enabled.



WALK THROU(

1. Mobile: Activate WLAN and/or
HotSpot

2. Mobile: “START” the SFTP Server (if
not already started) and click on “MAIL”"
to email connection strings to your
Laptop/PC.

If you change the port number of the
server you need to STOP/START the
server again!

15:29

Fr, 10. Jul

WLAN

becke-ch-wlan—s0-1-v1
Verbunden

.)))

becke-ch--wlan-s0-0-v1

becke-ch-wlan—-s1-v1

e

Password: default password (optiona

Mounted Directories: g
/data/data/ch.becke.sftp_server__s0_v1/files/

sftp--s0-v1--mnt
External Storage Directory:
/storage/emulated/0

© G =N
Dunkelmodus Nicht storen  Energiesparmo Cast
b

® Y ‘
Mi Share Bildschirmaufn Vibrieren Hotspot

Sync NFC Bearbeiten
16:09 22 © & @ ol R @ s
& Schreiben @ B

Windows: WinScp:

1P:192.168.43.1 :

External Storage Directory: User: test123:
winscp.exe
sftp://test123@192.168.43.1:6789/storage/e
mulated/0/

Application Home Directory: User: test123:
winscp.exe
sftp://test123@192.168.43.1:6789/
1P:192.168.0.147 :

External Storage Directory: User: test123:
winscp.exe
sftp://test123@192.168.0.147:6789/storage
/emulated/0/



3. Laptop/PC: Connect to the same WLAN /
LAN where the SFTP Server is running. T Seiecta network
In a nutshell the only mandatory network
requirement in this context is that the Server
IP Address and Port must be reachable Pece o
from the Client Laptop/PC! pecke-ch-wlan-—s0-1vi ¥

becke-ch-wlan--s1-v1

becke-ch--wlan--s4-0-v1

4. Laptop/PC: Start the SFTP Client using
the connection string in the email that you
sent previously in step 2. When prompted for
the password, enter the password that is
shown on the Mobile App Screen (default
“becke.ch”).

Make sure that no Firewall is blocking the
traffic!




PRIVILEGED PO

* Privileged port (ports below 1024) support for rooted devices: To
run the SFTP Server on the standard SFTP Port “22” respective in
general to run the SFTP Server on a port below “1024” requires a
rooted device, i.e. the ability to run the "su" command with root
permissions!

* Superuser Request: (Once the device is rooted and) the first time
when setting the Port to a value below “1024” the user is prompted
with a “Superuser Request”. Granting this request will allow the SFTP
Server App to run on the designated port below “1024”.

Superuser Request

SFTP Server s0 v1
a ch.becke.sftp_server__s0_v1
Forever v

Grants full access to your device.
Deny if you're not sure!

DENY (2) GRANT




FAST SFTP VIA

As already mentioned: “For optimal speed connect to 5GHz WLAN and use a fast SFTP Client Program!”
OR alternatively to 5GHz WLAN use SFTP via USB (using ADB):

1.

Enable adb debugging on your device: To use adb with a device connected over USB, you must enable
USB debugging in the device system settings, under Developer options — see:
https://developer.android.com/studio/command-line/adb#Enabling

Download SDK Platform Tools /| ADB (Android Debug Bridge): If not already installed (as part for Android
Studio), download SDK Platform Tools containing the ADB from here:
https://developer.android.com/studio/releases/platform-tools and follow the installation instructions.

Start the ADB server: “adb -a nodaemon server start”. “—a”. (optional) “listen on all network
interfaces, not just localhost”. “nodaemon”: (optional) “start the server in the foreground, not as daemon”.

Connect USB cable: Connect the mobile phone via USB to the computer (and select “data transfer” in the
upcoming dialog).
List attached devices: “adb devices”: The device ID is required to set up the network redirection.

Set up network redirection (port forwarding): “adb -s <deviceId> forward tcp:<localPort>
tcp: <remotePort>" for example : “adb -s dda0d48f forward tcp:56789 tcp:6789”

Connect with your favourite SFTP Client to localhost (127.0.0.1) or any other IP address your computer
exposes on “<localPort>" for example: “sftp —-P 56789 testl23@localhost”



https://developer.android.com/studio/command-line/adb#Enabling
https://developer.android.com/studio/releases/platform-tools

THE END

becke.ch

emaill: ssh--sO-vli@becke.ch

homepage: http://becke.ch/app/becke-ch--sftp-server--s0-v1/
download: https://play.google.com/store/apps/details?id=ch.becke.sftp_server sO vl



http://becke.ch/app/becke-ch--sftp-server--s0-v1/
https://play.google.com/store/apps/details?id=ch.becke.sftp_server__s0_v1
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